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Abstract 
The IT sphere is progressing without stopping, which is why information security employees 
have to regularly progress along with all software updates to maximize the effectiveness of 
ensuring the security of the company in which they work. To do this, companies need to hire a 
qualified information security officer who will train staff to "properly" use a computer, will 
regularly update software, install new ones and will be able to withstand attacks by intruders in 
real time. In 2022, the Russian segment was attacked by foreign hackers, which led to big 
problems for all sectors of the country. Companies and even government agencies had to resist 
constant attacks. Currently, there is a transition to domestic software, which makes the situation 
easier. Also, in 2022-2023, a large amount of funds was allocated for the development of new 
software and the fight against intruders. In this article, some types of attacks on companies were 
considered, the most relevant, 0-day, which information is more interested in attackers, which 
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>B@C4A<<,  6  >BFBDB=  BA<  D45BF4RF.  �?S  QFB7B  >B@C4A<S@  A9B5IB8<@B  A4A<@4FP
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industries  were  attacked  and  how.  How  all  these  changes  affected  the  Russian  information
security market and forecasts for the future.
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  �  69>  D4;6<F<S  <AHBD@4J<BAAOI  F9IAB?B7<=  EH9D4  IT  D4;6<649FES  8BEF4FBKAB  5OEFDB,
CBS6?SRFES  AB6O9  F9IAB?B7<<,  CDB7D4@@AB9  B59EC9K9A<9  <  CBEFBSAAB9  B5AB6?9A<9  D4A99
EB;84AAB7B, KFB CD<6B8<F > CBS6?9A<R AB6OI CDB5?9@ < BL<5B> 6 D45BF9 FB=, <?< <AB= E<EF9@O.
!4  HBA9  QFB7B  4>FG4?9A  6BCDBE,  >4>  :9  ;4M<M4FP  6E9  QF<  F9IAB?B7<<,  KFB5O  IBFP  A9@AB7B
B59;BC4E<FP  E95S,  <?<  >B@C4A<R  BF  ;?BG@OL?9AA<>B6.  �4AAO=  6BCDBE  D9L49F  EH9D4
�AHBD@4J<BAAB=  59;BC4EABEF<,  EBFDG8A<><  >BFBDB=  D97G?SDAB  D4;6<64RF  E95S,  E?98SF  ;4
AB6<A>4@<, B5AB6?9A<S@< < EB;84RM<@<ES AB6O@< G7DB;4@< EB EFBDBAO ;?BG@OL?9AA<>B6.

  �  CBE?98A<9  7B8O  <8ёF  D4;6<F<9  BF9K9EF69AAB7B  CDB7D4@@AB7B  B59EC9K9A<S,  ;4@9ASRF
<ABEFD4AAB9  #"  A4  DBEE<=E>B9  <  CB889D:<64RF  ?R5OI  D4;D45BFK<>B6  6  7D4@BFAOI  <89SI  CB
D4;D45BF>9. �?47B84DS  K9@G CBS6?S9FES 6Eё 5B?PL9 E4@BEFBSF9?PAOI  < AB6OI >B@C4A<=, >BFBDO9
D4;6<64RF AB6B9 #". %BFDG8A<><  IT  CB?GK4RF @AB:9EF6B 5BAGEB6 BF CD46<F9?PEF64 < KG6EF6GRF
E95S  >4>  «DO54  6  6B89»,  5?47B84DS  K9@G  DOAB>  <AHBD@4J<BAAB=  59;BC4EABEF<  A4K4?  D4EF<  E
>4:8O@ 7B8B@.

"%!"�!�/ +�%&0

  %GM9EF6G9F  @AB:9EF6B  CDB5?9@  <AHBD@4J<BAAB=  59;BC4EABEF<,  >4>  <  D4;?<KAB9  #"  8?S
4F4> A4 >B@C4A<<. � BEAB6AB@ ;?BG@OL?9AA<>< CB?P;GRFES GS;6<@BEFPR AG?96B7B 8AS.  0-day  4
B5B;A4K49F,  KFB  EGM9EF6GRF  GS;6<@BEF<,  8?S  >BFBDOI  A9  A4L?<  ECBEB54  GEFD4A9A<S,  <?<
6D98BABEAB9  #",  CDBF<6  >BFBDOI  A9  D4;D45BF4?<  ;4M<FAO9  @9FB8O.  %?B:AB  CD98E>4;4FP,  789
<@9AAB  6  >B89  5G89F  BL<5>4,  <;-;4  >BFBDB=  ;?BG@OL?9AA<>  E@B:9F  CDBA<>AGFP  6  E<EF9@G.  �
A4EFBSM99  6D9@S  @AB7<9  EB;84F9?<  6<DGEB6  HB>GE<DGRFES  <@9AAB  A4  A9<;69EFAOI  GS;6<@BEFSI,
F.>.  >B@C4A<S  @B:9F  5OFP  A9  7BFB64  >  F4>B=  4F4>9  <  84:9  A9  ;A4FP  CDB  CDB5?9@G,  K9D9;  >BFBDGR
CDB59DёFES ;?BG@OL?9AA<>  [1, 2].

�?S A4IB:89A<S GS;6<@BEF9= EB;84F9?< 6<DGEB6 <ECB?P;GRF D4;?<KAO9 @9FB8O, A4CD<@9D:
−  D969DE-<A:<A<D<A7 < CB<E> BL<5B> 6 4?7BD<F@9  D45BFO  #";

−  8<;4EE9@5?<DB64A<9 >B84 < CB<E> BL<5B> 6 E4@B@ >B89  #";

−  H4;;<A7-F9EF<DB64A<9  4  F9EF<DB64A<9 CDB7D4@@AB7B B59EC9K9A<S, EGFP ;4>?RK49FES 6
B5D45BF>9 CDB7D4@@B= 5B?PLB7B >B?<K9EF64 <AHBD@4J<<, >BFBD4S <;A4K4?PAB EB89D:<F A969DAO9
C4D4@9FDO  [3].

  �?4EE<K9E><9  4AF<6<DGEO  A9  ECBEB5AO  B5A4DG:<FP  F4>GR  4F4>G,  CBQFB@G  <I  ;4M<F4  8?S
>B@C4A<=  A9;A4K<F9?PA4.  �?S  QHH9>F<6AB=  ;4M<FO  BF  4F4>  0-day  <ECB?P;GRF  CDB4>F<6AO9
F9IAB?B7<< ;4M<FO. "A< QHH9>F<6AB B59EC9K<64RF ;4M<FG BF AB6OI, <;69EFAOI, 4F4> < 6<DGEB6.
!B 6Eё D46AB 45EB?RFAGR ;4M<FG 84AAO= @9FB8 CD98BEF46<FP A9 @B:9F, F.>. A9?P;S ;4M<F<FPES BF
6E97B, F9@ 5B?99 BF AB6B= 4F4><.
  #DB4>F<6A4S  ;4M<F4  4  QFB  >B@C?9>E  BD74A<;4J<BAAOI  <  F9IA<K9E><I  @9D,  >BFBDO9
CB;6B?SRF  D4EL<D<FP  CBASF<9  ;4M<MёAABEF<  <  CB6OE<FP  D94>J<R  web-CD<?B:9A<=  A4  AB6O9
G7DB;O < A4C489A<S  [4].
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!9 EFB<F ;45O64FP CDB B5OKAO9 6<DGEO < 4F4><, >BFBDO9 CBEFBSAAB @9L4RF >B@C4A<S@ 
ABD@4?PAB HGA>J<BA<DB64FP. � 2022 7B8G A4 DBEE<=E><9 >B@C4A<< 5O?B EB69DL9AB 6 864 D4;4 
5B?PL9 4F4>, K9@ 6 CDBL?B@ 7B8G, CD<@9DAB 900 FOESK I4>9DE><I 4F4>. �F4>< BF B5OKAOI 
4>F<6<EFB6, >BFBDO9 A9 CD9E?98GRF >B@@9DK9E><9 J9?<, ;A4K<F9?PAB EA<;<?<EP, 4 <@9AAB DDoS-

4F4>< A4 web-D9EGDEO. 2022 7B8 5O? BK9AP BC4E9A 8?S >B@C4A<=, A<>B784 A9 5O?B F4><I 4>F<6AOI 
< I4BF<KAOI 4F4> A4 D4;AO9 D9EGDEO $BEE<=E>B= (989D4J<<, >BFBDO9 > >BAJG 7B84 C9D9L?< 6 
5B?99 J9?9A4CD46?9AAO9 < >BA>D9FAO9 4F4><. �A4K<F9?PAB 6ODBE?< E9F96O9 4F4><. %>4A<DB64A<9 
E9F< CDB<EIB8<F 46FB@4F<;<DB64AAO@< <AEFDG@9AF4@<, 8?S >B@CDB@9F4J<< GKёFAOI ;4C<E9= 
CB?P;B64F9?9= < D4;698>< E9F< >B@C4A<=. )BFP < F4><I <AJ<89AFB6 @4?B, AB QFB B;A4K49F, KFB 
F4>4S <AHBD@4J<S 5B?99 <AF9D9EA4 8?S ;?BG@OL?9AA<>B6. 

 

 

Р8E. 1. �4F97BD<< 4F4> A4 DBEE<=E><9 >B@C4A<< [5] 

Fig. 1. Categories of attacks on Russian companies [5] 

 

� 62% E?GK496 I4>9DO <ECB?P;B64?< 6D98BABEAB9 #", 6 BEAB6AB@ L<HDB64?PM<><, 
A4CD46?9AAO9 A4 >D4:G >BAH<89AJ<4?PAOI 84AAOI < CB?GK9A<9 6O>GC4. !B 6Eё :9, 5B?PL<= 
CDBJ9AF 4F4> EB69DLёA A4 K4EFAO9 ?<J4, 698P G A9 7D4@BFAB7B CB?P;B64F9?S ?97K9 G>D4EFP 84AAO9, 
K9@ G J9?B= >B@C4A<<. 

� 2022 7B8G G69?<K<?<EP 4F4>< A4 DBEE<=E><9 E97@9AFO < 6E9 >?RK96O9 BFD4E?< Q>BAB@<><. 
 B:AB 6O89?<FP E?98GRM<9 CB;<J<<: 

− 7BEG84DEF69AAO= E9>FBD 4 5O? J9?PR №1, 5O?B ;4H<>E<DB64AB 403 4F4><, KFB A4 25% 
5B?PL9, K9@ 6 CDBL?B@ 7B8G. �BEG84DEF69AAO= E9>FBD 5O? ?4>B@O@ >GEBK>B@ 8?S CD9EFGCAOI 
BD74A<;4J<=, :9?4RM<I CBI<F<FP E9>D9FAGR <AHBD@4J<R < A46D98<FP EFD4A9; 

− CDB@OL?9AABEFP 4 ;?BG@OL?9AA<>< IBF9?< BEF4AB6<FP D45BFG BFD4E?96B= 
CDB@OL?9AABEF<, <?< ;4@98?<FP 6OCGE> CDB8G>J<<. �O?B ;4H<>E<DB64AB 223 4F4><, KFB A4 7% 
5B?PL9 6 BF?<K<< BF CDBL?B7B 7B84. � BEAB6AB@ <ECB?P;B64?<EP @9FB8O EBJ<4?PAB= <A:9A9D<<, 
6 A9>BFBDOI E?GK4SI >B@CDB@9F4J<S CDB7D4@@AB7B B59EC9K9A<S 6 >B@C4A<SI; 

− @98<J<A4 4 G:9 A9E>B?P>B ?9F ;4A<@49F 3-9 @9EFB CB 4F4>G9@O@ BFD4E?S@, ;4A<@49F 
?<8<DGRMGR CB;<J<R CB GF9K>9 84AAOI. �B?99 K9@ 6 80% E?GK496 CDB<EIB8<F GF9K>4 
>BAH<89AJ<4?PAOI 84AAOI >?<9AFB6. � E<EF9@4I @98GKD9:89A<= EB89D:4FES >B?BEE4?PAO= 
B5N9@ 84AAOI, CD9EFGCA<>< @B7GF CB?GK<FP F4><9 >BAH<89AJ<4?PAO9 84AAO9 >4>: <EFBD<R 
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5B?9;A<, (�", <AHBD@4J<R B EBEFBSA<< ;8BDB6PS, AB@9D F9?9HBA4, D9>6<;<FO EK9FB6, AB@9DB6 
>4DF, 48D9E CDBC<E><, <?< Q?9>FDBAAB= CBKFO, 84FG DB:89A<S < ?R5GR 8DG7GR @98<J<AE>GR 
<AHBD@4J<R. 

 

 
Р8E. 2. �4F97BD<< :9DF6 ED98< BD74A<;4J<= 

Fig. 2. Categories of victims among organizations 

 

− H<A4AEB6O= E9>FBD 4 CB ED46A9A<R E CDBL?O@ 7B8B@ 4F4>< A4 84AAO= E9>FBD 
EA<;<?<EP A4 7%. �B@C4A<< 5B?99 CB87BFB6?9AO > 4F4>4@, AB QFB A9 74D4AF<DG9F IBDBL9= 
;4M<MёAABEF<. Positive Technologies CDB69?< <EE?98B64A<9, 6 IB89 >BFBDB7B 6 86% E?GK496 
CB?GK<?< 8BEFGC > ?B>4?PAB= E9F<. #B@<@B QFB7B, 5O?B 6OSEA9AB, KFB 6 D9:<@9 D94?PAB7B 
6D9@9A< @B:AB CDBA<>AGFP 7?G5:9 6 E9FP 84:9 A9 BCOFAB@G ;?BG@OL?9AA<>G. � IB89 CDB69D>< 
6E9 Q>EC9DFO E@B7?< CB?GK<FP CB?AO= 8BEFGC > <AHD4EFDG>FGD9 >B@C4A<< < CB>4;4?<, KFB 5G89F, 
9E?< ;?BG@OL?9AA<> CBC48ёF 6 E9FP [6 - 8]; 

− IT->B@C4A<< 4 CDBJ9AF 4F4> EA<;<?ES, B8A4>B 6% 4F4> CD<A48?9:4F 84AAB@G E9>FBDG. 
IT->B@C4A<< 5B?99 7BFB6O > 4F4>4@ < 6 5B?PL<AEF69 F4><I >B@C4A<SI 9EFP >64?<H<J<DB64AAO= 
EBFDG8A<> <AHBD@4J<BAAB= 59;BC4EABEF<, >BFBDO= B59EC9K<649F ;4M<FG E9F< < ECBEB59A 
CBFS74FPES EB ;?BG@OL?9AA<>B@ 6 D9:<@9 D94?PAB7B 6D9@9A<. �4> < 6B 6E9I >B@C4A<SI, 6 
5B?PL<AEF69 E?GK496 <ECB?P;G9FES @9FB8 EBJ<4?PAB= <A:9A9D<<, 698P F4> 7BD4;8B ?97K9 
CDBA<>AGFP 6 E9FP >B@C4A<<, CD<?B:<6 @<A<@G@ GE<?<=; 

− A4G>4 < B5D4;B64A<9 4 >B?<K9EF6B 4F4> 6 BF?<K<< BF 2021 7B84 A9 <;@9A<?BEP, 
;?BG@OL?9AA<>B6 6Eё F4> :9 <AF9D9EG9F >BAH<89AJ<4?PA4S <AHBD@4J<S, CD9<@GM9EF69AAB 
C9DEBA4?PAO9 84AAO9 >?<9AFB6 < EBFDG8A<>B6. �4:84S 6FBD4S 4F4>4 5O?4 EB69DL9A4 
L<HDB64?PM<>4@<, J9?PR 84AAB= 4F4>< 5O?B CB?GK9A<9 6O>GC4 BF BD74A<;4J<< ;4 G>D489AAGR 
<AHBD@4J<R. &4>:9 CB85<D4?< C4DB?< BF GKёFAOI ;4C<E9= < CB?P;B64?<EP 
E>B@CDB@9F<DB64AAO@< 84AAO@<; 

− CB?P;B64F9?< 4 >B?<K9EF6B 4F4> A4 B5OKAOI CB?P;B64F9?9= 6ODBE?B A4 44%, KFB 
CD<69?B > @4ELF45AO@ GF9K>4@ 84AAOI. 17% BF B5M97B K<E?4 4F4> CD<L?BEP A4 CB?P;B64F9?9=. 
%CBEB5O 4F4> F4><9 :9, >4> < 6 CDBL?OI BFD4E?SI. 

�;-;4 DBEF4 4F4> 5R8:9F <AHBD@4J<BAAB= 59;BC4EABEF< G69?<K<?< G 7BEG84DEF69AAOI 
EFDG>FGD A4 26%, ED98EF64 CBL?< A4 CDB8?9A<9 ?<J9A;<=, ;4>GC>G AB6B7B :9?9;4 < #". "5Nё@ 
DOA>4 <AHBD@4J<BAAB= 59;BC4EABEF< 6 2021 7B8G 8BEF<7 98,6 @?D8. DG5?9=, KFB B;A4K49F DBEF A4 
8%, 6 2022 7B8G 6ODBE A4 10-20% [10]. � A4K4?9 2022 7B84 >B@C4A<< 8G@4?<, KFB DOAB> GC48ёF A4 
20%, <;-;4 GIB84 ;4C48AOI CDB<;6B8<F9?9=, AB <;-;4 4>F<6AOI 4F4> A4 <AHD4EFDG>FGDG $BEE<=E>B= 
(989D4J<< @AB7<9 >B@C4A<< EFB?>AG?<EP E CDB5?9@4@<, A4 >BFBDO9 AG:AB 5O?B D947<DB64FP. 
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− 6ODBE?< CDB84:< firewall’B6 CD<@9DAB 6 3 D4;4 < 6B EFB?P>B :9 D4; 4A4?<;4FBDO >B84 
A4 CB<E> GS;6<@BEF9=; 

− EH9D4 �� 5B?99 7BFB64 > BF9K9EF69AAB@G <@CBDFB;4@9M9A<R, K9@ 6ES BEF4?PA4S 
IT-EH9D4, K4EFP 5R8:9FAOI ED98EF6 ;4>4;K<>B6 5O?< C9D9A4CD46?9AO A4 ED98EF64 ;4M<FO, F.>. 
EDBKAB FD95B64?<EP AB6O9 <A69EF<J<< 8?S CDB9>FB6;  

− 7BEG84DEF6B EF4?B FD95B64FP BF ><59D59;BC4EABEF< D9;G?PF4F4 4 BFEGFEF6<S 6;?B@B6 < 
GF9K9> <AHBD@4J<<, 4 A9 >4> D4APL9, E9DF<H<>4J<< B5N9>FB6, KFB ;4EF46<?B «D4EL969?<FPES» 
EH9D9 ��. 

� 2023 7B8G DOAB> �� ;4>D9C<FES A4 BF9K9EF69AAB@ CDB<;6B8<F9?9, 9E?< 6 2022 9Mё 5O?< 
A9>BFBDO9 ;4>GC>< ;4C48AOI D4;D45BFK<>B6, FB 6 5G8GM9@ QFB 5G89F E6B8<FPES > AG?R. � 250-@ 
G>4;9 CD9;<89AF4 5O?B G>4;4AB, KFB CBE?9 1 SA64DS 2025 7B84 6E9 >B@C4A<< B5S;4AO <ECB?P;B64FP 
ED98EF64 ;4M<FO <AHBD@4J<< FB?P>B BF9K9EF69AAB7B CDB<;6B8<F9?S. -FB CD<698ёF > CBS6?9A<R 
AB6OI ED98EF6 < E9DPё;AB= 5BDP59 >B@C4A<=-7<74AFB6, >FB C9D6O= GEC99F, FBF < CB?GK<F 5B?PLGR 
6O7B8G < CD9<@GM9EF64. 

� 2025 7B8G CDB7AB;<DGRF DBEF DOA>4 A4 43,8 @?D8. DG5?9=, KFB 6 B5M9= EG@@9 5G89F D46AB 
131,8 @?D8. DG5?9=. � 2022 7B8G @AB:9EF6B ;4DG59:AOI CDB<;6B8<F9?9= GL?< <; EFD4AO, KFB 
CD<69?B > A9>BFBDO@ CDB5?9@4@. !B 789 9EFP @<AGEO, F4@ 9EFP < C?REO. #D46<F9?PEF6G CD<L?BEP 
;48G@4FPES B ;4@9A9 F4><I CDB<;6B8<F9?9=, KFB CD<69?B > <899 BF9K9EF69AAB7B <@CBDF ;4@9M9A<S. 
% 2025 7B84 BF9K9EF69AAO@ >B@C4A<S@ 5G89F ;4CD9M9AB <ECB?P;B64FP <ABEFD4AAB9 #", CBQFB@G 
5B?PL<AEF6B CDB9>FB6 D4;6<64RFES 8B6B?PAB 5OEFDB. ':9 6 2023 < 2024 7B84I A4KAGF 6A98D9A<9 
A9>BFBDOI BF9K9EF69AAOI #" A4 CD98CD<SF<SI < A4KAGF <I F9EF<DB64A<9, 4 > 2025 < 2027 CB 
CDB7AB;G ;4>BAK4F 6E9 CDB9>FO CB <@CBDFB;4@9M9A<R [9, 11- 13]. 

����.+�!�� 

�<59D59;BC4EABEFP BK9AP 64:A4 6 ?R5B= B5?4EF<, 5G8P FB 5<;A9E-EH9D4, @98<J<A4, 
B5D4;B64A<9, <?< 7BEG84DEF69AAO9 GKD9:89A<S. !4 BEAB69 CDB698ёAAB7B <EE?98B64A<S EF4AB6<FES 
CBASFAB, KFB ;?BG@OL?9AA<>< A<>B784 A9 E<8SF A4 @9EF9, D97G?SDAB E?98SF ;4 6E9@< 
B5AB6?9A<S@< < CBS6?9A<9@ AB6OI F9IAB?B7<=, CBEFBSAAB <MGF ECBEB5O CDBA<>AGFP K9D9; 
;4M<FG, KFB5O 6;?B@4FP FG, <?< <AGR >B@C4A<R. #BQFB@G A9 EFB<F A98BBJ9A<64FP E6B<I «6D47B6», 
A9B5IB8<@B >4K9EF69AAB ;4M<M4FP E95S < E6BR >B@C4A<R. �?S QFB7B A9B5IB8<@B B5GK4FPES 
7D4@BFAB@G <ECB?P;B64A<R #� < EGM9EF6GRM<I CDB7D4@@ 8?S ;4M<FO BF G7DB; < GS;6<@BEF9=, 
F4>:9 B5GK4FP C9DEBA4? E6B<I >B@C4A<= CDB6B8S CBEFBSAAO9 >GDEO CB6OL9A<S >64?<H<>4J<<, 4 
F4>:9 CD< A9B5IB8<@BEF< C9D9>64?<H<>4J<<. !< 6 >B9@ E?GK49 A9?P;S Q>BAB@<FP A4 5R8:9F9 
A4CD46?9AAO@ A4 B59EC9K9A<9 59;BC4EABEF< >B@C4A<<, 698P ?GKL9 CBFD4F<FP ?<LA<9 ED98EF64 A4 
;4M<FG, K9@ CBF9DSFP 6Eё <;-;4 Q>BAB@<<. 

�BA9KAB, K4M9 6E97B A4C489A<S EB69DL4RFES A4 K4EFAO9 ?<J4, 698P G>D4EFP <I 84AAO9 
7BD4;8B ?97K9, CBFB@G KFB BA< @9A99 CB87BFB6?9AO > A4C489A<S@, AB < 5B?PL<AEF6B >B@C4A<= 
FB:9 EFD4849F BF A4C489A<=. ':9 8B6B?PAB E>BDB CBS6SFES 4?PF9DA4F<6AO9 BF9K9EF69AAO9 #", 
>BFBDO@< A4KAGF CB?P;B64FPES >B@C4A<< 8?S CB6E98A96AB= 89SF9?PABEF< < ;4M<FO E6B<I E9F9= < 
F.8. &4>B9 #" 5G89F ?97K9 A4EFD4<64FP, @B89DA<;<DB64FP, F.>. BAB D4;D45BF4AB A4L<@< 
CDB7D4@@<EF4@<, KFB CD<A9EёF E6B< C?B8O. 
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